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Fig. 10. SMS Activation behavior in Viber.

these apps in VetDroid. By carefully examining the permission
use behaviors, we find that the Viber application is vulnerable
to Account Hijack attack.

According to the website of Google Play, Viber is a free
VoIP app that has been downloaded nearly 100 million times
in recent 30 days worldwide. Viber provides users with free
calls and messages to other Viber users. It also requests its
user to bind his/her phone number which is used as his/her
identity. When a call/message arrives, Viber will look up the
sender’s profile in the contact with the sender’s phone number
for a friendly notification.

To prevent a user from binding others’ phone numbers,
Viber server sends an activation SMS to the phone number.
By verifying the activation code in the SMS, Viber can confirm
whether the user owns the phone number or not. The activation
phase is quite important for a popular communication app such
as Viber. Otherwise, an attacker could bind a victim’s phone
number and send fake messages/calls to the victim’s friends
on behalf of the victim.

We use VetDroid to reconstruct the permission use behavior
of the activation process. As Figure 10 shows, Viber inter-
cepts incoming SMS messages in ActivationSmsReceiver, and
extracts the activation code from the message body using
a regular expression. Once an activation code is matched,
the activation process is proceeded in the RegistrationActiv-
ity.activationCodeReceived() function.

By carefully examining the whole permission use behavior,
we find that Viber does not check the origin of an activation
SMS. Thus, an attacker could pass the activation by intercept-
ing the activation SMS from the victim and sending it to the
attacker’s Viber client, causing the victim’s account hijacked.
It is not hard to steal an SMS from a victim, especially
when the Account Hijack attack on the victim could lead to
a reasonable profit. SMS stealing could be possibly imple-
mented by malware such as SMSReplicator [34], Zitmo [36]
or social engineering. To further confirm this vulnerability,
we perform an experiment to hijack the Viber account of a

TABLE VI

RESULTS OF EXECUTION TIME AND MEMORY FOOTPRINT

OVERHEAD ON CAFFEINEMARK BENCHMARK

Fig. 11. Tag bit count distribution over the analyzed log files.

volunteer in our group. By stealthily replacing an app in his
smartphone into our repackaged version (which has the similar
SMS Blocking and Stealing behavior as Zitmo), the activation
SMS from Viber server is forwarded by our repackaged app
to the attacker’s device. After binding the volunteer’s phone
number to the attacker’s device, free calls and messages
are successfully initiated to his friends on behalf of his
identity.

D. Performance Overhead Evaluation

Due to the inline instrumentation on Android, our analy-
sis tool incurs some extra runtime overhead. We perform
experiments on our Nexus S to measure the overhead from
two aspects: execution speed and memory footprint. Table VI
shows the results on CaffeineMark, a standard performance
benchmark. Compared with the original Android system,
VetDroid slows down the entire execution of the application by
32.294%, while increases the memory footprint by 14.110%.
The main overhead of I-PUP Tracker is caused by our
permission-based taint analysis which inherits the overhead
of TaintDroid [1]. We believe this is a very reasonable and
acceptable overhead for an offline analysis tool.

E. Tag Allocation in Permission-Based Taint Analysis

In the permission-based taint analysis, each bit in a
32-bit integer is used to represent a permission use point.
Obviously, this raises concerns about whether 32 bits are
enough for permission use point representation. We collect
the tags allocated in 11,500 log files which are generated by
VetDroid during the above analysis of malware and market
apps, and present the results in Figure 11. This figure shows
the percent of log files (vertical line) which need a number
of tag bits specified by the horizontal line. From Figure 11,
we could find that a 32-bit integer is sufficient for E-PUP
identification. After a search over the 11,500 log files, we find
there are totally 83,881 E-PUPs. By taking calling context
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of E-PUP into account, 34,328E-PUPs (which means more
than 40 percent) do not need to be assigned with new tags.
It means that the context-sensitive tag bit allocation strategy
used in our technique greatly helps to prevent the explosion of
tag bits.

VI. D ISCUSSION ANDLIMITATIONS

To effectively analyze Android apps, this paper proposes a
new technique, calledPermission Use Analysis. This technique
adopts permission use perspective to identify sensitive interac-
tions between the Android system and apps, and retroÞts taint
analysis for tracking sensitiveapplication-speciÞc behaviors
in utilizing protected system resources. While taint tracking is
an important part in our technique,Permission Use Analysis
is more than a new kind of revised taint tracking.Permission
Use Analysissolves the difÞculties incompletelyidentify-
ing permission use points withaccuratepermission informa-
tion andautomaticallyattaching permission information with
application-internal data before taint tracking.

By effectively abstracting sensitive behaviors in Android
apps,VetDroid aims to be an effective ofßine analysis tool,
instead of a malware detector or an Anti-Virus scanner.
VetDroid could be very beneÞcial tosecurity researchers
and malware analysts with dissected Þne-grained application
behaviors. As our evaluation shows,VetDroid is not limited to
analyze malicious apps, but also capable of analyzing benign
apps. A key advantage of our approach is that it captures the
applicationÕs sensitive behaviors with permission use graphs,
which can signiÞcantly reduce irrelevant/uninteresting actions
and let analysts focus on the critical behaviors when inspecting
an appÕs internal logic. In practice, analysts can useVetDroid
to automatically analyze a batch of apps and write simple
scripts to select interested cases for further analysis (as demon-
strated in our evaluation).

Compared with existing work,Permission Use Analysis
provides a better approximation of sensitive behaviors inside
an Android app. However, it bears limitations in the following
aspects.

Our I-PUP Trackeris built upon TaintDroid, thus inheriting
similar limitations of TaintDroid such as incapable of tracking
implicit ßows and native code. DTA++ [37] proposed targeted
control-ßow propagation to selectively track tainted control
dependencies. However, this technique only applies to benign
programs, and could not solve the problems of taint analysis
depicted in [38]. Sarwar et al. [39] elaborate ways to evade
TaintDroid such as control dependencies, side channels. It is
still an open problem of handling implicit ßows, so we leave it
as future work. A possible way to solve the native code prob-
lem is to perform taint tracking at the binary level. However, it
would incur a high overhead [22]. One possible way to solve
this problem is to build a taint analysis system for mixed-
language executions in which taint tracking of Java code is
performed by Java virtual machine while native code is tracked
by an emulator. Thus, the overhead of pure taint tracking at the
binary level can be reduced. Furthermore, ourE-PUP Identi-
Þer relies on the Android permission system for permission
check identiÞcation. Thus our current implementation could

not catch those behaviors that do not cause permission
checks [40].

To enlarge the analysis scope, ourApplication Driver
utilizes several key features ofAndroid, such as component-
based programming model, event triggers. However, our
technique alone could not guarantee all possible behaviors are
captured within the short time an app is executed. TheApplica-
tion Driver could be enhanced with an automatic input genera-
tion system such as AppsPlayground [41], AppInspector [42],
Dynodroid [43], or guided analysis technique such as multi-
path exploration [44], forced/informed execution [45], [46].

As a dynamic analysis technique,VetDroid has to observe
the running of sensitive behaviors, which could be relatively
slow compared with static solutions. To analyze apps at
market-scale, Chakradeo et al. [47] proposed app triage to
efÞciently allocate malware analysis resources.VetDroid can
be beneÞted by combining this technique into a practical
market-scale application analysis solution.

VII. RELATED WORK

We structure the related work from two aspects: tradi-
tional techniques for analyzing malware and permission-
related analysis techniques.

A. Malware Analysis

Plenty of studies have focused on analyzing malware at
the level of system call [12]. In [5], sequenced system calls
with arguments were translated into actions that capture the
sampleÕs behaviors, such as changes to Þle system, modifying
registries. Crowdroid [6] used system call vectors to represent
the signature of malicious behaviors. The temporal pattern
of system calls [7] was proposed to depict the application
behavior for Symbian platform. Lanzi et al. [8] pointed out the
limitation of reconstructing behaviors using linear system calls
with a large-scale study. They reconstructed resource access
behaviors by considering read/write system calls to identify
malicious intents with the observation that most benign pro-
grams access their own Þles and registries. Dependency graphs
of system calls were Þrstly proposed in [9] to represent behav-
iors. It captures the intrinsic application-system interactions
and seems to be a good solution for behavior representation.
In [9] and [10], researchers reconstructed dependencies among
system calls by matching the types of their arguments and
return values. Comparetti et al. [11] employed dynamic taint
analysis to track the dependencies among system calls.

However, syscall-based techniques are not well-suited for
the Android platform due to the inability of monitoring
Android-speciÞc behaviors. DroidScope [22] seems to notice
these problems by seamlessly reconstructing the semantics
from system calls and Java. However, it only reÞnes existing
work, leaving the root problems of AndroidÕs special permis-
sion mechanism and programming model untouched. A survey
on current Android malware characteristics was presented
in [29] and [48]. DroidRanger [49] and RiskRanker [50]
were two Android malware detectors that relied on existing
knowledge about malicious symptoms. Although they were
reported to detect known and unknown malware samples, they
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do not analyze the Þne-grained internal behaviors of malware
samples, which is the focus ofVetDroid.

B. Permission Analysis

Felt et al. [16] studied the effectiveness of the time-of-use
and install-time permission grant mechanism. This work was
extended in [51] to provide guidelines for platform design-
ers in determining the most appropriate permission-granting
mechanism for a given permission. Permission-based security
rules were used by Kirin [52] to design a lightweight certiÞ-
cation framework that could mitigate malware at install time.
Apex [53] and Saint [54] were two extensions to the AndroidÕs
permission system by introducing runtime constraints on the
granted permissions. MobileIFC [55] introduced context-aware
policies for permission enforcement. In this permission model,
permissions are granted depending on the device state, such as
the GPS location or time of the day. This mechanism brings
a new kind of ßexibility and interesting security applications.

To help end users understand application behaviors at install
time, AppProÞler [56] devised a two-step translation technique
which maps API calls to high-level behavior proÞles. While
VetDroid also tries to provide better behavior understanding,
it is a tool provided for different users (security analysts) and
it uses a different new technique/perspective (permission use
behavior) to precisely capture application-system interactions
and sensitive behaviors inside an app. WHYPER [57] novelly
leveraged Natural Language Processing (NLP) techniques to
assess the risks of application by measuring whether the
developers have explicitly explained the reasons for requiring
permission-sensitive resources in its functional descriptions.

Barrera et al. [3] performed an empirical analysis on the
expressiveness of AndroidÕs permission sets and discussed
some potential improvements for AndroidÕs permission model.
Felt et al. [24] proposed the Þrst solution to systematically
detect overprivileged permissions in Android apps and one-
third of the applications in this study were found to be
overprivileged. Probabilistic models of permission request
patterns [58] or permission request sets [59] were also used to
indicate the risk of new applications. To extract permission
speciÞcations for Android, Stowaway [24] used API fuzz
testing while PScout [25] adopted static analysis on Android
source code. However, these two permission speciÞcations
were limited in either completeness or preciseness, making
them not well-suited for implementingE-PUP IdentiÞer.

Permission re-delegation attack in Android was Þrst intro-
duced in [60] and [61]. Grace et al. [40] empirically evaluated
the re-delegated permission leaks in pre-installed apps of stock
Android smartphones. CHEX [62] and DroidChecker [63]
were two tools that could detect such kind of capabil-
ity leaks. Bugiel et al. [64] proposed system-centric and
policy-driven runtime monitoring of communication channels
between applications at both Android-level and kernel-level,
which could prevent not only re-delegation attacks but also
collusion attacks. Chen et al. [23] adopted static analysis to
extract permission event graphs and examined the constraint
conditions on events for each privileged API using model
checking. However, it could not capture the internal logic of

using permissions, especially when multiple permissions are
intertwined.

CopperDroid [28] was an analysis tool to reconstruct
Android-speciÞc behaviors with syscall-level introspection.
It might be more suited for large-scale automated analy-
sis, while VetDroid to help a human analyst to understand
much better internal behaviors of the analyzed malware. Our
VetDroid differs from all existing work in that it provides
the Þrst systematic framework to analyze permission use
behaviors.

VIII. C ONCLUSION

This paper presentsVetDroid, the Þrst approach to perform
accurate permission use analysis to vet undesirable behaviors.
To construct permission use behaviors, this paper proposes
a systematic framework that completely identiÞes explicit
and implicit permission use points with accurate permis-
sion information.VetDroid is shown to be able to clearly
reconstruct malicious behaviors of real-world apps to ease
malware analysis. It can also assist in Þnding information
leaks, analyzing Þne-grainedcauses of information leaks, and
detecting subtle vulnerabilities in regular apps. In all,VetDroid
provides a better vehicle for analyzing and examining Android
apps, which brings beneÞts to malware analysis/detection,
vulnerability analysis, and other related Þelds.
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