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com.viber.voip.registration.ActivationSmsReceiver;onReceive(X1, X2,X3)
X1=0x407eaf20(type=com.viber.voip.registration.ActivationSmsReceiver,
tag 0),
X2=0x406deb10(type=android.app.ReceiverRestrictedContext),
X3=0x407df3a0(android.content.Intent) .

RECEIVE_SMS

android.telephony.SmsMessage; createFromPdu(X1)
X1=0x407d9cb8(type=[B, tag=0x400)
RECEIVE_SMS

com.android.internal.telephony.SmsM Base;getM Body(X1)
X1=0x407delc8(type= droid.i l.telephony.gsm.S
tag 0)

T
RECEIVE_SMS
v

java.util.regex.Pattern;matcher(X1, X2)
X1=0x40792580(type=java.util.regex.Pattern),
X2="Your Viber code is: , close this message and enter the code into Viber
to activate your account.[CEG]"(type=java.lang.String, tag=0x400)

RECEIVE_SMS
/!

com.viber.voip.registration.RegistrationActivity;activationCodeReceived(X1, X2)

X1=0x407eaf20(type=com.viber.voip.registration.ActivationSmsReceiver,
tag=0x400),
X2=" "(type=java.lang.String, tag=0x400)

Fig. 10. SMS Activation behavior in Viber.

these apps in VetDroid. By carefully examining the permission
use behaviors, we find that the Viber application is vulnerable
to Account Hijack attack.

According to the website of Google Play, Viber is a free
VoIP app that has been downloaded nearly 100 million times
in recent 30 days worldwide. Viber provides users with free
calls and messages to other Viber users. It also requests its
user to bind his/her phone number which is used as his/her
identity. When a call/message arrives, Viber will look up the
sender’s profile in the contact with the sender’s phone number
for a friendly notification.

To prevent a user from binding others’ phone numbers,
Viber server sends an activation SMS to the phone number.
By verifying the activation code in the SMS, Viber can confirm
whether the user owns the phone number or not. The activation
phase is quite important for a popular communication app such
as Viber. Otherwise, an attacker could bind a victim’s phone
number and send fake messages/calls to the victim’s friends
on behalf of the victim.

We use VetDroid to reconstruct the permission use behavior
of the activation process. As Figure 10 shows, Viber inter-
cepts incoming SMS messages in ActivationSmsReceiver, and
extracts the activation code from the message body using
a regular expression. Once an activation code is matched,
the activation process is proceeded in the RegistrationActiv-
ity.activationCodeReceived() function.

By carefully examining the whole permission use behavior,
we find that Viber does not check the origin of an activation
SMS. Thus, an attacker could pass the activation by intercept-
ing the activation SMS from the victim and sending it to the
attacker’s Viber client, causing the victim’s account hijacked.
It is not hard to steal an SMS from a victim, especially
when the Account Hijack attack on the victim could lead to
a reasonable profit. SMS stealing could be possibly imple-
mented by malware such as SMSReplicator [34], Zitmo [36]
or social engineering. To further confirm this vulnerability,
we perform an experiment to hijack the Viber account of a
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TABLE VI
RESULTS OF EXECUTION TIME AND MEMORY FOOTPRINT
OVERHEAD ON CAFFEINEMARK BENCHMARK

[ EPUP | I-PUP | Log | ALL
Time | 18.124% | 10.385% | 3.785% | 32.294%
Mem. | 0.100% | 13.573% | 0.6371% | 14.110%

1 6 11 16 21 26 31

Fig. 11. Tag bit count distribution over the analyzed log files.

volunteer in our group. By stealthily replacing an app in his
smartphone into our repackaged version (which has the similar
SMS Blocking and Stealing behavior as Zitmo), the activation
SMS from Viber server is forwarded by our repackaged app
to the attacker’s device. After binding the volunteer’s phone
number to the attacker’s device, free calls and messages
are successfully initiated to his friends on behalf of his
identity.

D. Performance Overhead Evaluation

Due to the inline instrumentation on Android, our analy-
sis tool incurs some extra runtime overhead. We perform
experiments on our Nexus S to measure the overhead from
two aspects: execution speed and memory footprint. Table VI
shows the results on CaffeineMark, a standard performance
benchmark. Compared with the original Android system,
VetDroid slows down the entire execution of the application by
32.294%, while increases the memory footprint by 14.110%.
The main overhead of [-PUP Tracker is caused by our
permission-based taint analysis which inherits the overhead
of TaintDroid [1]. We believe this is a very reasonable and
acceptable overhead for an offline analysis tool.

E. Tag Allocation in Permission-Based Taint Analysis

In the permission-based taint analysis, each bit in a
32-bit integer is used to represent a permission use point.
Obviously, this raises concerns about whether 32 bits are
enough for permission use point representation. We collect
the tags allocated in 11,500 log files which are generated by
VetDroid during the above analysis of malware and market
apps, and present the results in Figure 11. This figure shows
the percent of log files (vertical line) which need a number
of tag bits specified by the horizontal line. From Figure 11,
we could find that a 32-bit integer is sufficient for E-PUP
identification. After a search over the 11,500 log files, we find
there are totally 83,881 E-PUPs. By taking calling context
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of E-PUP into account, 34,32&-PUPs (which means more not catch those behaviors that do not cause permission
than 40 percent) do not need to be assigned with new tagsecks [40].
It means that the context-sensitive tag bit allocation strategyTo enlarge the analysis scope, olpplication Driver
used in our technique greatly helps to prevent the explosionuflizes several key features éfndroid, such as component-
tag bits. based programming model, event triggers. However, our
technique alone could not guarantee all possible behaviors are
captured within the short time an app is executed. Appglica-
tion Driver could be enhanced with an automatic input genera-
To effectively analyze Android apps, this paper proposestian system such as AppsPlayground [41], Applnspector [42],
new technique, calleBermission Use Analysighis technique Dynodroid [43], or guided angsis technique such as multi-
adopts permission use perspective to identify sensitive interpath exploration [44], forced/informed execution [45], [46].
tions between the Android system and apps, and retrobts tainfis a dynamic analysis techniqueéetDroid has to observe
analysis for tracking sensitivapplication-specibc behaviorsthe running of sensitive behaviors, which could be relatively
in utilizing protected system resources. While taint tracking ow compared with static solutions. To analyze apps at
an important part in our techniqguPgermission Use Analysis market-scale, Chakradeo et al. [47] proposed app triage to
is more than a new kind of revised taint trackifgrmission efpciently allocate malware analysis resourdéstDroid can
Use Analysissolves the difbculties ircompletelyidentify- be benebted by combining this technique into a practical
ing permission use points withccuratepermission informa- market-scale application analysis solution.
tion andautomaticallyattaching permission information with
application-internal data before taint tracking. VIl. RELATED WORK
By effectively abstracting sensitive behaviors in Android

VI. DISCUSSION ANDLIMITATIONS

e . . . We structure the related work from two aspects: tradi-
apps, VetDroid aims to be an effective off3ine analysis too'tional techniques for analyzing malware and permission-
instead of a malware detector or an Anti-Virus scannek, 5iad analysis techniques

VetDroid could be very benebcial tsecurity researchers
and malware analysts with deasted Pne-grained application .
behaviors. As our evaluation showstDroid is not limited to A- Malware Analysis
analyze malicious apps, butsal capable of analyzing benign Plenty of studies have focused on analyzing malware at
apps. A key advantage of our approach is that it captures the level of system call [12]. In [5], sequenced system calls
applicationOs sensitive behaviors with permission use grapti) arguments were translated into actions that capture the
which can signibcantly reduce irrelevant/uninteresting actiosampleOs behaviors, such as changes to ble system, modifying
and let analysts focus on the critical behaviors when inspectiregistries. Crowdroid [6] used system call vectors to represent
an appOs internal logic. In practice, analysts carVet2roid the signature of malicious behaviors. The temporal pattern
to automatically analyze a batch of apps and write simpté system calls [7] was proposed to depict the application
scripts to select interested cases for further analysis (as demmahavior for Symbian platform. Lanzi et al. [8] pointed out the
strated in our evaluation). limitation of reconstructing behaviors using linear system calls
Compared with existing workPermission Use Analysiswith a large-scale study. They reconstructed resource access
provides a better approximation of sensitive behaviors insibehaviors by considering read/write system calls to identify
an Android app. However, it bears limitations in the followingnalicious intents with the observation that most benign pro-
aspects. grams access their own bles and registries. Dependency graphs
Our I-PUP Trackeris built upon TaintDroid, thus inheriting of system calls were pbrstly proposed in [9] to represent behav-
similar limitations of TaintDroid such as incapable of trackingprs. It captures the intrinsic application-system interactions
implicit Rows and native code. DH&+ [37] proposed targeted and seems to be a good solution for behavior representation.
control-Bow propagation to ssitively track tainted control In [9] and [10], researchers reconstructed dependencies among
dependencies. However, this technique only applies to bengystem calls by matching the types of their arguments and
programs, and could not solve the problems of taint analyseturn values. Comparetti et al. [11] employed dynamic taint
depicted in [38]. Sarwar et al. [39] elaborate ways to evadmalysis to track the dependencies among system calls.
TaintDroid such as control dependencies, side channels. It iHowever, syscall-based techniques are not well-suited for
still an open problem of handling implicit Bows, so we leave the Android platform due to the inability of monitoring
as future work. A possible way to solve the native code proBndroid-specibc behaviors. DroidScope [22] seems to notice
lem is to perform taint tracking at the binary level. However, these problems by seamlessly reconstructing the semantics
would incur a high overhead [22]. One possible way to sol\feom system calls and Java. However, it only rePnes existing
this problem is to build a taint analysis system for mixedwork, leaving the root problems of AndroidOs special permis-
language executions in which taint tracking of Java code s$fon mechanism and programming model untouched. A survey
performed by Java virtual machine while native code is tracketh current Android malware characteristics was presented
by an emulator. Thus, the overhead of pure taint tracking at time [29] and [48]. DroidRanger [49] and RiskRanker [50]
binary level can be reduced. Furthermore, B4PUP Identi- were two Android malware detectors that relied on existing
Per relies on the Android permission system for permissicknowledge about malicious symptoms. Although they were
check identibcation. Thus our current implementation coutdported to detect known and unknown malware samples, they
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do not analyze the bne-grained internal behaviors of malwarging permissions, especially when multiple permissions are
samples, which is the focus d&etDroid intertwined.

CopperDroid [28] was an analysis tool to reconstruct
Android-specibc behaviors with syscall-level introspection.
It might be more suited for lasscale automated analy-

Felt et al. [16] studied the effectiveness of the time-of-us#s, while VetDroid to help a human analyst to understand
and install-time permission grant mechanism. This work wasuch better internal behaviors of the analyzed malware. Our
extended in [51] to provide guidelines for platform designvetDroid differs from all existing work in that it provides
ers in determining the most appropriate permission-grantitige Pbrst systematic framework to analyze permission use
mechanism for a given permission. Permission-based seculighaviors.
rules were used by Kirin [52] to design a lightweight certip-
cation framework that could mitigate malware at install time. VIIl. CONCLUSION
Apex [53] and Saint [54] were two extensions to the AndroidOsThis paper presentgetDroid, the brst approach to perform
permission system by introducing runtime constraints on tlecurate permission use analysis to vet undesirable behaviors.
granted permissions. MobilelFC [55] introduced context-awaill® construct permission use behaviors, this paper proposes
policies for permission enforcement. In this permission model, systematic framework that completely identibes explicit
permissions are granted depending on the device state, suchrab implicit permission use points with accurate permis-
the GPS location or time of the day. This mechanism bringfon information.VetDroid is shown to be able to clearly
a new kind of Rexibility and interesting security applicationgeconstruct malicious behaviors of real-world apps to ease

To help end users understand application behaviors at instakllware analysis. It can also assist in Pnding information
time, AppProbler [56] devised a two-step translation techniqieaks, analyzing bne-graineduses of information leaks, and
which maps API calls to high-level behavior probles. Whildetecting subtle vulnerabilities in regular apps. In étDroid
VetDroid also tries to provide better behavior understandingrovides a better vehicle for analyzing and examining Android
it is a tool provided for different users (security analysts) arabps, which brings benebts to malware analysis/detection,
it uses a different new technique/perspective (permission uagnerability analysis, and other related pelds.
behavior) to precisely capture application-system interactions
and sensitive behaviors inside an app. WHYPER [57] novelly REFERENCES
leveraged Natural Language Processing (NLP) techniques [ W. Enck et al, OTaintDroid: An information Row tracking system for

assess the risks of application by measuring whether the real-time privacy monitoring on smartphones,OPioc. 9th USENIX
Conf. OSDJ pp. 196, 2010.

deveI_OpferS have_ (?Xp“C'tly expla_lne_d the re_asons for f_eq_u'””@] IDC: Android Market Share Reached 75% Worldwide in Q3 2012
permission-sensitive resources in its functional descriptions.  [Online].  Available:  http://techcrunch.com/2012/11/02/idc-android-

Barrera et al [3] performed an emplrlcal analyS|S on the market-share-reached-75-w0%rldwide-in-q3-2012/, accessed May 7,
. L o . 013.
expressiveness of AndroidOs permission sets gnq dlscusgf . Barrera, H. G. Kayacik, P. C. van Oorschot, and A. Somayaji
some potential improvements for AndroidOs permission model. OA methodology for empirical analysis of permission-based security

Felt et al. [24] proposed the Prst solution to systematically g‘pOd%% gzd its application to Android ORroc. 17th ACM CCSS2010,

de_teCt Overpri\/“eg_Gd_p(':‘rm_iSSio'_’]S in Android apps and O”Gtzu Mcafee Threats Report: Third Quarter 20120nline]. Available:
third of the applications in this study were found to be http://www.mcafee.com/ca/resources/reports/rp-quarterly - threat - q3-

overprivileged. Probabilistic models of permission request 2012.pdf, accessed May 7, 2013. . .
g . t sets [59 | d[% K. Rieck, T. Holz, C. Willems, P. DYssel, and P. Laskov, OLearning
patterns [5 ] Or permission request sets [ ] were also use and classibcation of malware behavior,@iac. 5th Int. Conf. DIMVA

indicate the risk of new applications. To extract permission Jul. 2008, pp. 108D125.
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based malware detection system for Android,OPioc. 1st ACM

testing while PScout [25] adopted static analysis on Android  \y,shop SPSM2011, pp. 15D26.
source code. However, these two permission specibcatio[f$ A. Bose, X. Hu, K. G. Shin, and T. Park, OBehavioral detection of

them not well-suited for implementing-PUP Identiber pp. 2250238, ; ; i
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