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Abstract.  In this paper, we first propose a novel Public License Infrastructure 
(PLI) that uses cryptographic threshold secret sharing schemes to provide 
decentralized public license services for the Digital Rights Management 
(DRM). This distributed PLI replaces the centralized license server in a 
conventional DRM system. PLI offers many advantages such as intrusion and 
fault tolerance, flexibility, scalability, reliability, high availability. We then 
propose a PLI-based DRM system to provide content protection and digital 
rights management for users of Peer-to-Peer (P2P) networks. This DRM system 
is especially useful for small content providers such as peers in a P2P network 
who cannot afford the conventional server/client based DRM system and 
traditional distribution channels.  
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1   Introduction 

Wide availability of digital content such as software and digital media and easy access 
through Internet have prompted the demand for technologies to protect digital content 
from illegal access or copy. Digital Rights Management (DRM) is a system which 
manages all rights for digital content from creation to consumption [1][2]. Most DRM 
systems such as Adobe’s EBooks [3], Intertrust’s [4], and Microsoft’s [5] DRM 
systems are based on encryption. Digital content is encrypted and distributed. A 
consumer who wants to play the protected content will first get the access permission 
and the decryption key. The DRM system enforces the proper usage of the digital 
content. Typically the access rules or rights and the decryption key are contained in a 
encrypted license. In these systems, license acquisition is based on the classical 
server/client model in which a user acquires a license from a centralized and 
dedicated license server.  
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Peer-to-peer (P2P) networks have recently attracted increasing attention in both 
academia and the industry. P2P networks offer many desirable features: adaptation,  
self-organization, load-balance, fault-tolerance, low cost, high availability, scalability, 
and a large pool of resources. P2P networks have emerged as a popular way to share 
huge amounts of data (e.g., [6][7]). Most P2P networks do not have any digital rights 
management or access control. P2P networks are often blamed for illegally sharing 
copyrighted materials.  

In a conventional DRM system, all license acquisition requests are processed by a 
centralized license server. This makes the license server heavy-loaded, complex and 
expensive to run and maintain, and a weak link in the system. Failure of the license 
server disrupts normal DRM services. On the other hand, small content providers 
such as a peer in a P2P network may not afford the cost of services of the license 
server. In this paper, we leverage the P2P concept to propose a novel distributed 
infrastructure called the Public License Infrastructure (PLI) to provide decentralized 
license services for DRM. PLI consists of many trusted License Authorities (LAs) 
which collectively provide DRM license services for consumers. Secrets are shared 
among LAs with a threshold secret sharing scheme. PLI provides an inexpensive, 
reliable, and highly available alternative to the centralized license server in a 
conventional DRM system. Based on PLI and LAs, we then propose a DRM system 
which provides content protection and digital rights management for users of P2P 
networks. The proposed DRM system is especially useful for small content providers 
such as peers in a P2P network who cannot afford the conventional server/client based 
DRM system and traditional distribution channels. The proposed DRM system can be 
considered as a hybrid P2P network where some trusted nodes, i.e., LAs, play a role 
as mini-servers. To the best of our knowledge, our proposed system is the first 
distributed DRM license service system and the first DRM system designed for P2P 
networks. 

The paper is organized as follows: Section 2 introduces the background and related 
work for the paper, which includes the conventional DRM system, P2P networks, and 
distributed certificate authority schemes. Section 3 presents the proposed public 
license infrastructure and the DRM system designed for P2P networks. It is followed 
with discussions in Section 4. We conclude the paper in Section 5. 

2   Background 

2.1   Conventional Digital Rights Management (DRM) Systems 

Conventional DRM systems are based on the server/client model. A license server is 
used to provide license services for consumers. A typical example is the Microsoft 
Windows Media Rights Manager [5] which contains the following five processes: 
packaging, distribution, establishing a license server, license acquisition, and playing 
the content [8]. These processes are briefly described in the following: 

i. Packaging. The rights manager encrypts the digital media and then packages 
the content into a digital media file. The decryption key is stored in an 



 

encrypted license which is distributed separately from the media file. Other 
information such as a link to the license is added to the media file to facilitate 
license acquisition. 

ii. Distribution. The packaged file is distributed to users through some 
distribution channels such as downloading, streaming, and CD/DVD. There is 
no restriction on distribution of the packaged content. 

iii. Establishing a license server. The content provider (referred to as the 
publisher in the following) chooses a license clearing house that stores the 
specific rights or rules of the license and runs a license server which is used to 
authenticate the consumer's request for a license. Licenses and protected media 
files are distributed and stored separately to make it easier to manage the entire 
system.  

iv. License acquisition. To play the protected content, a consumer first acquires a 
license which contains the decryption key and the rights the consumer has with 
the content. This process can be done in a transparent way to the consumer or 
with minimal involvement of the consumer (such as when payment or 
information is required). 

v. Playing the content. A player that supports the DRM system is needed to play 
the protected content. The DRM system ensures that the content is consumed 
according to the rights or rules included inside the license. Licenses can have 
different rights, such as start times and dates, duration, and counted operations. 
Licenses, however, are typically not transferable. Each consumer has to 
acquire his or her own license to play the protected content. 

2.2   Peer-to-Peer (P2P) Networks 

With the introduction of the first P2P network several years ago, we have seen an 
explosive growth of P2P networks and their applications. Well-known P2P networks 
include Napster [9], Gnutella [10], JXTA [11], Freenet [12], Chord [13], CAN [14], 
Pastry [15], Tapestry [16], etc. P2P networks are also actively studied and developed 
by researchers in the fields. 

P2P networks offer many desirable features such as redundancy and fault 
tolerance. Data gradually spreads and gets replicated at many nodes, and thus is 
highly redundant in a P2P network. High redundancy means high reliability and 
availability. This can effectively reduce the operational cost and serve more users. 
Despite these desirable features, P2P networks still lag behind the traditional 
server/client paradigm in security, efficiency, performance guarantees like atomicity 
and transactional semantics. P2P networks lack of content rights management and 
access control which threatens their healthy development and wide adoption. 
Companies building P2P software have been sued in courts by large content providers 
for illegal sharing of copyrighted materials the P2P software enables. The proposed 
DRM system in this paper provides a DRM system for P2P networks. 



 

2.3   Threshold-based Secret Sharing and Distributed Certificate Authorities  

Threshold-based secret sharing [17][18] and proactive secret share updates [19][20] 
have been studied actively in cryptography. They are the basis for the proposed 
system in this paper, as well as many other proposed schemes of distributed certificate 
authorities. The Intrusion Tolerance via Threshold Cryptography (ITTC) project at 
Stanford [21] enables a private RSA key to be shared among k servers such that any 
k-1 or k-2 of them can decrypt incoming messages without reconstructing the key. 
The Partially Distributed Certificate Authority (PDCA), an ad-hoc key management 
scheme proposed in [22], uses a (k, m) threshold scheme to distribute services of the 
certificate authority to a set of specialized server nodes. Each of these nodes is 
capable of generating a partial certificate using its share of the certificate signing key. 
A combination of k partial certificates can generate a valid certificate. The partial 
certificates are fixed, or more precisely, logically centralized. A specialized server is 
needed to combine the partial certificates. The Fully Distributed Certificate Authority 
(FDCA), another ad-hoc key management solution proposed in [23] and analyzed in 
[24][25], uses a (k, m) threshold scheme to distribute an RSA certificate signing key 
to all nodes in a network. It also uses verifiable and proactive secret sharing 
mechanisms to protect against denial of service attacks and attacks to compromise the 
certificate signing key. Unlike PDCA, FDCA distributes the service to all the nodes 
when they join the network. There is no need to elect or choose any specialized server 
nodes. This scheme, however, is based on the assumption that every node has a 
reliable intrusion and misbehavior detection function, which may be impractical in 
many applications. 

3   Public License Infrastructure (PLI) and PLI-based DRM 

3.1   Public License Infrastructure (PLI) and License Authority (LA) 

In a conventional server/client based DRM system, every publisher has to choose a 
license clearing house with a centralized license server to provide license services for 
consumers. Small publishers may not afford to do so and, as a consequence, their 
content will not be protected by the conventional DRM. This is especially true in a 
P2P network where every user can be both a consumer and a publisher. An 
inexpensive license service and DRM system is desirable to protect small publishers. 
The Public License Infrastructure (PLI) we propose here serves as an inexpensive 
license service provider. PLI is similar to the Public Key Infrastructure (PKI). Instead 
of signing certificates for public keys, PLI is a decentralized system to provide public 
license services for all the users in a DRM system. Like Certification Authorities 
(CAs) in PKI, we have many License Authorities (LAs) in PLI. These LAs are fully 
trusted in the system. To build PLI for a P2P network, we need to have enough trusted 
nodes as LAs. In this paper we assume that the underlying network always has 
enough number of trusted nodes, even when the underlying network is a P2P network. 



 

To build distributed license services, we split a secret into m partial secrets and 
upload the partial secrets to LAs. A (k, m) threshold secret sharing scheme is used to 
split and recover the original secret. A LA can have more than one partial secret. In 
the extreme case, one LA can contain all the m partial shares. In this case, the LA 
behaves like the centralized license server in the conventional DRM system, even 
though the underlying licensing mechanisms are different. Details for using LAs for 
issuing a license in the proposed DRM system will be given in subsequent 
subsections.      

If a network supports PKI, PLI can be easily built on top of PKI. Each CA in PKI 
is assigned with additional task to store and maintain partial secrets and to provide 
public license services. In other words, each CA is extended in functions to be a LA 
too.  

PLI is distributed and intrusion-tolerant. Even some LAs in a PLI are 
compromised, as long as the number of compromised partial shares is less than k, the 
system is still secure. This intrusion tolerance in PLI is similar to the fault tolerance 
provided by a P2P network. PLI is in fact a distributed trust architecture. 

In the following, we shall describe the detail of the PLI based DRM system for P2P 
networks we propose in this paper. 

3.2   Content Packaging and Distribution  

Content packaging in our DRM system is the same as in the conventional DRM 
system which is described in Section 2.1. In this stage, a strong symmetric encryption 
algorithm such as the Advanced Encryption Standard (AES) [26] is used to encrypt 
the content.  

Because our DRM system is built for P2P networks, content distribution is 
efficient and trivial. A publisher delivers the packaged content into a P2P network and 
the content is replicated to many nodes. A consumer can use the inherited search 
mechanism in a P2P network to easily locate and retrieve the desired content. The 
replication and cache mechanisms in a P2P network provide a good fault tolerance.  

3.3   Establish Pre-license and Secret Sharing 

A license contains the decryption key to unlock the content and some access rules or 
rights expressed in certain languages. Many well-known languages can be used to 
express rights, for example XRML (eXtensible Rights Markup Language) [27], 
XACML (eXtensible Access Control Markup Language) [28], ODRL (Open Digital 
Rights Language) [29], etc. 

There are two types of licenses in our DRM system. The first type of license is 
called the pre-license, which is generated at the content packaging stage and will be 
used to generate the other type of license. The second type of license is called the 
formal-license, which is the license a consumer uses to play the protected content. 
The pre-license contains the decryption key associated with the access rules that the 
publisher of the content allows. The formal-license contains the decryption key and 



 

the access rules that a consumer, the owner of the formal-license, has. The formal-
license will be described in the next subsection. 

The pre-license, denoted as prel in the following, is encrypted with an asymmetric 
encryption algorithm such as RSA [30] and a public key PK: 

.)( PKlicenseprel =  (1) 

The corresponding secret private key SK is divided into m shares using a (k, m) 
threshold secret sharing scheme, which will be described in detail next. The publisher 
chooses m LAs and uploads one partial secret share to one chosen LA, along with the 
pre-license prel and the license ID. It is also possible to upload more than one secret 
share to a LA, or to choose more than m LAs and upload one secret share to multiple 
LAs. Recall that we have assumed that there exist trusted nodes in a network and 
these nodes operate as LAs for the network. Addresses of the partial secret holding 
LAs and other information are packaged with the content to facilitate a consumer to 
locate right LAs in generating the formal-license.  

To obtain the m partial secrets, the following steps are performed: 
i. The publisher generates the sharing polynomial  

,...)( 1
110

−
−+++= k

k xaxaaxf  (2) 

where SKa =0 . 
ii. Each LA, identified by iid , mi ,,1 L= , of the m chosen LAs is securely 

uploaded with the polynomial share 
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where N is the RSA modulus and )(Nφ  is the Euler totient function. 
iii. The publisher broadcasts the k public witnesses of the sharing polynomial’s 
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iv. Each LA iid verifies validity of the received share by checking if the following 

equation holds: 
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3.4   Formal-license Acquisition and Playing the Content 

When a consumer retrieves the protected content and tries to play, the player checks 
whether a valid formal-license for the content is available at the local machine, and 
also checks if the content can be accessed. If these checks are OK, the player plays 
the content. Otherwise the player finds the LAs from the packaged content and 
contacts k live LAs for generating a formal-license for the consumer. The consumer 
might be involved for information registration or for payment which LAs can 



 

facilitate. After receiving the request, each LA responds with the partial result 
generated from its partial secret share. After receiving k correct partial results, the 
player combines them and generates a formal-license which typically binds to the 
specific machine the player runs. The player checks the access rules in the formal-
license and plays the content. Typically all the DRM related operations at a local 
machine are performed by a black-box DRM module inside or coupled with the 
player. This module should be secure and tamper-proof. 

Figure 1 shows an example using a (2, 3) threshold secret sharing scheme with three 
LAs. In this case, a failure of one LA does not affect the proper function of the 
system. 

The detail of generating the formal-license is described below: 
i. The node p where the player runs gets the list of partial secret holding LAs and 

contacts k live LAs with the license ID and the formal-license acquisition 
request. 

ii. Each LA iid calculates the partial result iprel  from its partial secret share iS : 

Nprelprel iS
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It generates a random number u and calculates ugA =1 , uprelA =2 , 
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The LA responds by sending iprel , 1A , 2A , and r  securely to the requesting 
node p. 

iii. The node p calculates 
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from the public witnesses of the sharing polynomial’s coefficients. Eq. (6) is 
then applied to iSg  and the received iprel , 1A , 2A  to calculate c. The received 
partial result iprel  is verified by checking if the following equations hold: 

1)( Agg cSr i =⋅  and 2)( Aprelprel c
i

r =⋅ . The above steps are repeated until 
the node p gets k valid partial results. If less than k valid partial results can be 
obtained, the formal-license generation fails. 

iv. The node p uses the k valid partial results to calculate the license: 
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 The access rules in the license may be modified to 

reflect the actual rights the consumer gets. The license is then encrypted with some 
secret key related to the specific hardware of the node p to generate a formal-license, 
an individualized license that can be used only by the machine. The formal-license is 
stored in the local machine for future access. 
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Figure 1. An example with a (2, 3) threshold scheme where failure of one LA does not 

affect the normal operation. 

3.5   Proactive Shares Update 

In the secret sharing scheme described above the secret is protected by distributing 
partial secrets among LAs. Given sufficiently long time an attacker may finally 
compromise k partial secrets to deduce the secret key SK. To thwart such an attack, 
the partial secret shares are updated periodically with a proactive secret sharing 
scheme. An attacker Bob has to compromise k partial secrets before the partial secrets 
are updated. Otherwise he has to restart his attacks again. The proactive secret share 
update algorithms proposed in [18][19][20] can be applied to create a community of 
m entities with the new version of secret shares. 

At periodic intervals the LAs update their shares of the private key SK. At the 
beginning of an update, each LA i generates a random (k, m) sharing of the secret 0 
using a random update polynomial )(, xf updatei : 

1
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Then LA i calculates the subshares )(,, jfS updateiji = , mj ,,1 L= , and distributes 

jiS ,  to all LA j, mj ,,1 L= . 
Now each LA i has m subshares ijS , , mj ,,1 L=  from all LAs. These subshares 

are added to the original share iS , and the result is the new updated share: 

                                                           
1 We late found out that Eq. (8) suffers the “interpolation over )(NZφ problem that Eq. (8) 

cannot be calculated. This problem can be easily fixed with the scheme proposed in [18].) 
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 The corresponding new secret sharing polynomial )(xfnew  is the summation of 
the original polynomial )(xf  and all the randomly generated 
polynomials )(, xf updatei . It can be seen from the following proof that iS ′  is indeed the 
partial secret share generated  from )(xfnew . 

Proof: 
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Figure 2 illustrates the share update scheme. 
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Figure 2. The proactive share update scheme. 

 



 

4   Discussion 

4.1   Reliability and Intrusion Tolerance  

Reliability and intrusion tolerance of the proposed system rely on the three factors: 
strong cryptographic algorithms, replication and caching mechanisms of the P2P 
network, and a (k, m) threshold secret sharing scheme.  

Strong encryption algorithms such as AES and RSA provide robust content 
protection and ensure that only the authorized users can access the content. 

Many P2P networks provide desirable properties such as replication and caching. 
Copies of the content are well distributed in the system. If a node is unavailable or a 
file is unavailable in some nodes, there are still many other nodes or file copies in the 
system which guarantees fault tolerance of the system. 

Using a (k, m) threshold secret sharing scheme, the secret is divided into many 
partial secrets and distributed to many LAs. Attackers have to compromise k or more 
LAs to break the system. When k is large enough, the proposed system is really 
intrusion-tolerant. 

4.2   Security of the DRM Proposed System 

There are many communication sessions between nodes and LAs and among LAs. It 
is necessary to protect the security of these communication channels. The Secure 
Sockets Layer (SSL) [31] is used to ensure the communication security. LAs carry 
certificates to protect them from being impersonated by attackers. The partial result 
verification mechanism in the step 3 of formal-license generation described in Section 
3.4 also thwarts invalid responses. The DRM module running at the consumer’s 
machine also plays a critical role for the security of the system. Its security is exactly 
the same as the conventional DRM system so the technologies used in the 
conventional DRM system can also be used in our system. 

5   Conclusion 

In this paper, we have proposed the Public License Infrastructure (PLI) and the 
License Authorities (LAs) which are used to build a distributed DRM license service 
system. Based on PLI and LAs, a novel distributed DRM system has then been 
proposed for Peer-to-Peer networks. The proposed system uses a (k, m) threshold 
secret sharing and proactive shares update. The threshold secret sharing and the 
distributed PLI make the proposed system intrusion-tolerant, fault-tolerant, flexible, 
scalable, reliable, and highly available. Complex and centralized license servers in a 
conventional DRM system are no longer needed. The license service in the proposed 
system is provided collectively by group of redundant LAs. 
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