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Introduction: Evil Twin Attack

Evil Twin is a term for a rogue Wi-Fi
access point that appears to be a
%] legitimate one offered on the premises,
but actually has been set up by a hacker
to eavesdrop on wireless
communications among Internet surfersy
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Sniffer(Evil Twin Sniffer)

@ Light-weight

@ User side

@ Active detection

? Needless to keep an authorized list
@ High detection rate

@ Low false positive rate
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ET-Sniffer: Attack Model

Normal AP Scenario

two-hop wireless
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© What statistics can be used to effectively

distinguish | d two-hop wireless
channels =SSl )jer-packet Arrival Time (IAT)
IAT 1 : |
? Are there /rm}iC facte” Saturationf
network er( Received Signal Strength IAT 1
statistics? bt oo 40
Need to train a model using _
? How to d pre-collected packets t datactinn

algorithms with ft cancida Does not need to
'

. - ined M train a model
Influencing facto{ ained Mean
Hop Differentiating Technique (HDT)




ET-Sniffer: |AT
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IAT IS a time Interval between
two consecutive TCP data
packets arriving at the user side.
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Normal AP Scenario
Server AT =T2-T1
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Evil Twin AP Scenario
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Match—Server IAT Calculation

E(&Sj — E(-&-‘;l-B)f-u,'D—hﬂp . E('&i;lagjﬂ?lﬂ—hﬂp ~ E(ﬁ‘j‘)
Lackrepy + Lp
BLV

— 2T prrs + 2E(Tsr)

4 N\
An obvious gap of the Server IAT In the

two scenarios.
\ )

4 N
This observation can be used to detect

an evil twin attack!
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@ Training Phase: a quadratic-mean
technique to train a detection threshold

@ Detecting Phase: accumulate the
degree of suspicion -- Sequential
Probability Ratio Test (SPRT)

‘© At each round, collect a server IAT and compute a
likelihood ratio to be an evil twin attack.

@ Accumulate the sum of the likelihood.

@ After several rounds, make the decision when the
sum attains the bound.




ET-Sniffer: Trained Mean Match- B gya.CEgXa0
-Discussion

@ Training & Detecting Method: Need to
pre-collect network packets to train a
threshold to detect

@ Time
% _ocation
@ Network

@ Motivate us to design an algorithm
without the need of training a threshold
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Technique

% Does not need to train!

@ Use another detection parameter so
that we can obtain a relatively constant
threshold to detect

@ Server-to-AP |AT Ratio (SAIR): The
ratio of a Server IAT to an AP IAT




ET-Sniffer. Hop Differentiate i | TEXAS AeM
Technique--SAIR

UNIVERSBITY

Normal AP Scenario
[ Server AT ]
[ saR | <z | = ]
AT |
ITl_I_ AP IAT = T2 - T1 T =
- - AA >
| SIFS | [DIFS [BF] - SIFS]  [DIFS [BF] N
N \ \ ] fo\ \
1| Wireless | P1| ACK(MAC) A ACK(MWAC) P, ACK(MAC) A,
R : \'I STFS I/ DIFS | BF |/ s , ;\'—’




ET-Sniffer. Hop Differentiate i | TEXAS A&M
Technique--SAIR

©1n 802.11b, the mean of SAIR In
wireless channel Is smaller than
, the mean of SAIR In two-hop
wireless channel is bigger than 1.74.

@ In 802.11qg, the mean of SAIR In
wireless channel is smaller than
, the mean of SAIR In two-hop
wireless channel is bigger than 1.94.
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setting and detecting

@ Threshold Setting:
©The threshold interval: a, U [1, 2]

?Minimize the probability of making wrong
decision

©YFor 802.11b, a,=1.34
©For 802.11g, a,=1.48

@ Detecting: SPRT
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Normal AP Scenario
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Evil Twin AP Scenario

tamulink ! (( C ))attacker:
(evil twin AP)
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Evaluation: Effectiveness

RSSI Ranges
| Range | A | B+ | B | Cr | C | D | E
Upper 100% 80% 70% 60% 50% 40% 20%
Lower 80% 70% 60% 50% 40% 20% 0%
Detection Rate

RSSI Range

802.11g(TMM)
802.11b(TM
802.11g(HDT
802.11b(HDT)

B+ | B | Cr | C | D _
99.97% 99.49% 99.50% 98.32% 94.36%
95.43% 94.81% 96.09% 91.94% 85.71%
98.72% 93.53% 94.31% 87.29% 81.39%

99.99% 99.96% 99.95% 96.05% 94.64%

99.81%
99.08%
99.92%
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@ Use the mean of multiple Server IATs and
the mean of multiple SAIRs In one
decision round Iin the detection phase.

Detection Rate(50)

RSSI Range A_ | B+ | B | C- | C | D
802.11g(multi-TMM) / 99.62% \ 100% 100%  99.95%  100% 100%
802.11b(multi-TMM 100% 100% 100% 100% 100%

802.11g(multi-HDT)
802.11b(multi-HDT)

99.11% 98.73% 99.88% 95.83% 88%
100% 100% 100% 100% 100%
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Evaluation: Time Efficiency
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Training RSSI Range: A
O\
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o
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Detecton Rate
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Evaluation: Cross-validation--
under different locations
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Summary & Future Work

P Summary
B The first user-side evil twin detection solution
B Design two detection algorithms

B A prototype system, ET-Sniffer, which is effective
and time efficient

Q@ Future Work

B A general malicious AP detection: e.g. a malicious
AP may not require the normal AP to relay traffic
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ET-Sniffer: TMM--Algorithm

Algorithm 1 Trained Mean Matching Algorithm
/* Training Phase: */

1. Compute g1 . vap and o1 yap

2. Filter one-hop server IATs beyond the range
3. Compute pa yvap

4, Compute g1, gap and o1 gap

5. Filter two-hop server 1ATs bevond the range
6. Compute pys pap

1. Tp = %Uﬂz.;‘\.-'_qp + po EapP)

8. Compute P; and P>

/* Detecting Phase: */
A=0. 90 — P]. 91 == Pg
for i = 0 do
Compute §;
if 6; = Ty then
A=A+In# —Inb,
else
A=A—-In(1l—-—6:)—1In(1 —6p)
end if
if A = B then
return evil twin AP scenario
else if A < A then
return normal AP scenario
end if
end for
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Evaluation: Effectiveness

False Positive Rate

RSSI

802.11g(TMM) /1.08% \1.76%  1.97%  1.48% 1.75% 1.73%
802.11b(TMM)[ 0.78%  1.00% 1.07% 1.27% 6.65%  7.01%
802.11g(HDT) \ 2.19% fA.41% 2.06% 1.93% 2.48%  6.52%
802.11b(HDT) \8.39% / 8.76% 5.39%  6.96% 527% 5.15%

False Posiiive Rate(50)
B+ | B | Cr | C | D

802.11g(multi-TMM) /~ 0% 0.77% 0% 0% 0% 0%
802.11b(multi-TMMY 0% 0.03% 0.02% 0.11% 0.73% 0.1%
802.11g(multi-HDT)\ 0% 0.96% 0.16% 0.13% 0.55%  0.96%
802.11b(multi-HDT) \_0% 1.07% 1.16% 1.02%  1.36% 1.41%




Evaluation: Cross-validation-- it | TEXAS AsM
under different RSSI for TMM

UNIVERSBITY

Training RSSI range: D
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under different locations

False Positive

HDT
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Starbucks

Connect fo fhe Internet

Sign Up For Free Wi-Fiat Starbucks

Free Wi-Fi
for everyone.

Coming July 1st.
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Free Postcard!

Free gift from Boingo

Send your photo as a REAL postcard|
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