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Abstract many results so far. Second, we must ensure tleatede
data is actually collected. That is, beyond intégga

As organizations move toward using web  existing data, we must guide semantic choices ih hew
technology to share data, the barriers go beyond systems and new ontologies used to describe systems
the well known challenges of semantic [RSRO4].
interoperability. Our work proposes and The third challenge is the subject of this papewh
illustrates the problem of establishing and  does one manage on-going data sharing relationships
maintaining data supply chains in the face of  the presence of evolution and decentralized cohtAs
evolution and decentralized control. We explore  consumers increasingly build value-added servicetop
agreements for data services, identifying of data resources they do not control, we needs ttml
obligations of provider and consumer, and  assist with configuration management in environment
opportunities beyond those for arbitrary services.  that lack centralized authority. The current sti¢he-
Examples illustrate the kinds of Capabilities that practice is inadequate’ with few options betweea th
would be desired. We propose several open extremes of rigid configuration management boarith w
problems about data service agreements, €.g., |ong approval and change cycles, and informal, ad h
techniques for agreement monitoring, and  agreements with no supporting technical infrastmect

appropriate formalisms for specifying and The problem is analogous to supply chains for
reasoning about data supply chain graphs. manufacturing organizations. For example, an aubbieo
manufacturer wants not only access to their sugglie
1. Introduction stocks of parts; they want assurances that the palitbe

available as needed throughout the manufacturing
process. In contrast, current information brokexus on
matching current information needs and availabléa da
without supporting ongoing information supply chain
Figure 1 shows an example, in which a military
logistics organization wants daily updates overrbgt 3

Many research and industrial efforts (e.g., publish
subscribe information brokers [EFGKO03], web sersjce
the semantic web) aim to provide looser couplingvben
information providers and consumers. Promised isnef
include greater flexibility and the ability for cemnmers to

rapidly _dis_cover a_nd exploit new information sowce months of the quantity of fuel at the depots oflitioa
Achlgvmg this more flexible couplmg reQUIeS \artners A and B. The example extends the third qfar

addressing three  challenges.  First, = semantie \yep services Publish-Find-Bind paradigm [GGKSO02

interoperability requires continued attention, diesphe Publishers describe their offerings, and then comesa

find services that meet their needs. Well known iatézh
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country A” “For the next 3 months, | need
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Petrol (depotlD, supply, fuelType, reportDate)
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Provider-1 Publish I nfor mation Find Consumer-2
ubli Broker

\— Bind 4’/
~q

Data Service Agreement

Figure 1. Logistics Example

techniques can identify matches, and recent researSuch tools would provide benefits by clarifying kac
results (e.g., [GATMO04]) help create bindings—e.g.,participant’s obligations in a data exchange. Thare
create and potentially compile mappings betweeralso benefits to specific types of participant:

Provider-1's offerings and Consumer-2's informatione Data consumers, by increasing their confidence that

need. However, these techniques do not help mathage they will continue to get the data they need

continuity of data flows in the face of evolutidduppose « Data providers, who gain confidence about usage,
Provider-1 has several requests for changes (e.their protections and payments

schema, to the units that quantities are repomedd . Enterprise architects and planners, by giving them
collect data every 72 hours instead of every 8) maty tools to analyzedata supply chains (i.e., graphs of

consumers of their information. What Changes affect data service agreements)_ Ana|y3es may he|p them
which of their many consumers, and what are their  determine vulnerabilities and the business value of
responsibilites to each? Similarly, what are the different information systems.
consumer’s obligations — authorized purposes, ptiote Data service agreements aim to provide flexible but
requirements, payment obligations? To address thesfnzero coupling between data providers and consjme
needs, we introduce a new construct, tata service  to enable important, continuing applications. Theti®ns
agreement (DSA), and describe requirements for pelow describe data service agreements in greasthd
supporting tools, including: present an example, and discuss open researcteprsbl
* Agreement specification: to specify agreements

between data providérsand consumers. These 2. Data Service Agreements

capture the obligations in a formal language that

supports reasoning by software. A data service agreement specifies obligations and
« Violation detection: to automatically detect certain €xpectations of both the provider and consumer déta

violations to existing agreements service—i.e., a service which provides data from the
«  Notification: to notify affected parties about changesProvider to the consumer. The agreement specifiesoo

in agreements and detected violations more of the following obligation types:

e Change impact analysis.

1 We use “provider” and “supplier” interchangably.
“Supplier” fits with the supply chain metaphor, \ehi
“provider” is the term used for web services.



» Provider data service obligations. these describe a or a middleman’s). This is especially likely

provider's obligation to provide particular data do if the consumer’s first action is to have a
consumer in accordance with specified quality and human vet the data.
temporal constraints. The dual of this obligatisthie +  Protection requirements on results. Data is easier to
consumer’siata expectation.? pass on than services (e.g., can be emailed), and
»  Consumer obligations: these includelata protection, release is permanent — one cannot subsequently un-
data usage, andcompensation obligations, described release it. Hence, release protections are very
in Section 2.2. important. (Cryptographic techniques exist, but are
Associated with each obligation is an action to be  problematic for data sharing and query [OSCO03].)
taken when the obligation is not fulfilled. Optiomelude Also, privacy laws constrain data, not general
financial penalties and notifying someone (e.d>BA or services.
a vice-president to whom the information flow is Figure 2 shows two data sharing agreements: between
important). participants A and B and also between B and C. (idie

DSAs are a specialization of service level agreasen arcs show the direction of data flow.) DSA A_B déses
(SLA) between service providers and consumersvhat data A has promised (i.e., the result setuefy Q1)
[Wust02]. Typically, SLAs emphasize performanceand a quality parameter (i.e., the data—which dosata
metrics about time (e.g., response or problem utisol  satellite imagery—shall have resolution of 10 metars
time) or availability (e.g., maximum percentage ofbetter). The update restriction specifies the ciomb that
downtime). However, we are aware of no prior work o must be satisfied in order to change or deletd)4, in
SLAs to address data obligations (e.g., the ne@iawide  this case that there must be signoff from a peisathe
data of a certain quality at specified time intésya role of the deputy director of organization N33.eTh

We now distinguish data services from arbitrarysone notification requirement indicates that B must geteast
and then DSAs from SLAs. 60 days notice before the change to the agreenaanbe

A data service is one that performs conventional datainstituted.
operations (create, read, update, delete, a bieman Agreement B_C promises C the result set of Q2 and
terms of some set of physical or virtual data oisje€his  that the data provided shall be no more than 2Qutesm
contrasts with general services, which can executeld. This agreement imposes no restrictions onaBitity
arbitrary code (e.g., HireEmployee). Data serviceto make changes to the agreement except that C geuist
agreements can exploit properties unique to dataces, at least 7 days advance notice. Finally, for B'#gaition
stemming from data algebras and operators. Thege C to hold, there is a precondition that DSA AisB
properties include: (1) rules for combining or darg  satisfied—i.e., B will be unable to provide the reqd
data services, obtained from familiar (and eagilgigzed) data and meet specified quality parameters unless A
algebraic operations on the underlying data objectssatisfies his obligation to provide data to B.

(2) there are generic services for data (e.g., Rdpdate, Figure 2 also illustrates (on the lower right) soaie
Notify), and known relationships among them; itnist  the DSA services we envision. As shown, DSA sesrice
necessary to re-establish them for each data ohdect have interactions with the publish/subscribe infation
(3) there are well understood techniques for idginy  broker and metadata services.

overlap and subsumption relationships between coasu

requests and views that describe provider offerings 2.1 Provider Data Service Obligations
Compared with arbitrary services, for data we may b The following shows our preliminary design of the
able to offer: structure of a data service obligation:

* Anatural clustering and taxonomy of agreementsthat . \what: i.e., what the provider is obligated to pdev
affect portions of a data object. For example, one o A query defines the promised dita
agreement might concern particular columns; another 0o Modality —e.g., provide full query result,
might govern rows selected based on attribute galue provide the deltas, provide a continuous

* When a new information requirement is identified, stream
one can examine whether the information involved is o Constraints (quality, recency and other
derivable from existing agreements that impose constraints)
appropriate conditions. + When - once, at a list of times, periodically (with

of information present, not a specific data,  preconditions— defines the conditions under which
structure. Conversion might be the the obligation applies, e.g.
consumer’s responsibility (or the producer’s ' ’

2 The value of documenting consumers’ semantic % We assume that other components mediate semantic
expectations was demonstrated by [GBMS99]. discrepancies between sources and consumer needs.



2.2 Consumer Obligations

o StartDate, EndDate 3. Research I'ssues
0 CloudCover< 30% _— '
o DataObligation-27 is satisfied (i.e., in order MITRE recently initiated a research effort to defin

to provide this data, | must first receive the implement, and evaluate a technical infrastructanel

inputs | need to produce it) usage methodology for data service agreements. e n
Information delivery mechanism (e.g., XML Presentopen research problems. o
message, available at specified URL) First, as shown in Figure 2, automated violation

| detection requires agents that monitor various esyst

Quality of service (QoS) parameters ) ;
Update restriction — the conditions that must pecOmponents. What kinds of automated detection are

satisfied in order to change or delete the dataiczer possible with different levels of intrusiveness?r Fo
obligation example, what automated violation detection is ibbss

ChangeNotification — who must be notified, how to by simply ‘making the component systems’ schemas

notify them, and the advance warning required Wheﬁqueryable? One could also have the component sgstem
the Obligation is changed or deleted implement log-based change notification. Considgrab

Violati " hat will be d in th tmore intrusive would be requiring that the monitgri
Iolation actions — what Wil be done in the even agents have permission to install triggers on carmepb
that the obligation cannot be met.
systems.
Second, since DSAs can include preconditions that
other DSAs are satisfied, there are data supplyncha

These are of three types: graphs, which enable different kinds of analysis—e.g

Data protection obligation — the consumer's determining what information resources are mosgtcati
obligation to protect the information againstto the operation of an enterprise. We will expldhe
unauthorized release, in accordance with specifiegiroperties of these graphs and what kinds of assalgse
constraints (e.g., do not release beyond compaoy X most useful.

the partners of consortium Y, protect the anonymity  Third, what formalism should be used to express
of research subjects, do not share with foreigragreements? Do binary agreements give enough pgower
governments, keep it on a machine well secured frongapture most practical cases (in a manager's wiaaddor
external attack). Support for data protectionan internal form suitable for a reasoning engirig)the
obligations can leverage the literature on systenset of agreement constructs closed under compoRitio
protection and data releasability (e.g., [CFJF02]). = The Web Ontology Language (OWL) [SWMO04] is
Data usage obligation — the consumer’s obligation to attractive, because its description logic enabdéasaoning
use the data only for specified purposes—e.g., foabout DSA graphs. In addition, this would enabletas
counter terrorism investigations, but not for oedin  analyze and monitor systems that include semantic
criminal or tax investigations. While automated mediation—e.g., allowing us to notify an affectedtpa
systems have little control over what use is mafde ousing his view of the data.

information once it is acquired, there is value in  Fourth, one might provide techniques to adjust the
documenting the obligations. In addition, one cangranularity of DSAs. Negotiation may be very labor
relate groups of users to a specific purpose (&g., intensive, and perhaps one does not want to traegy e
investigation), and employ role-based access clentrodetail. Locking systems trade up (e.g., from rdcty
[PSAO01]. page locks) and perhaps something analogous is
Compensation obligation — the consumer’s obligation appropriate here.

to compensate the provider for information Finally, there is a need for pragmatic studies. How
provided—e.g., money, or a promise to provideuseful will DSA services turn out to be in practicé/hat
positive feedback to management or to a reputatiotechnical infrastructure and guidelines will real
management system (as in eBay, Yahoo, Amazorgrganizations need to apply them?

etc.).
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Figure 2. Example Data Service Agreements



